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New Products (Fourth Quarter FY20)             
Background 
The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides 
security education, training, and certification products and services to a broad audience supporting the 
protection of national security and professionalization of the Department of Defense (DoD) security 
enterprise. 

 
Content Areas: Cybersecurity, Industrial Security, Information Security, Insider Threat, 
Physical Security, and Special Access Programs 

 
Highlight Summary 
CDSE provides courses and products that keep pace with changing policies and evolving security 
environments. During the fourth quarter of FY20, CDSE released the following: 

• New Posters: Industrial Security and Insider Threat 
• New Shorts: Industrial Security and Insider Threat  
• New Courses: General Security and Personnel Security 
• New Security Awareness Games: Cybersecurity and Insider Threat  
• New Security Videos: Insider Threat  
• New Webinars: Insider Threat, Counterintelligence, and Cybersecurity 
• New Job Aids: Insider Threat  
• New Case Studies: Insider Threat 
• Toolkits: Industrial Security 

 

NEW!! 
Training Products  
 

 Security Posters 
Available to download and promote security awareness in the workplace. 

• New Industrial Security Posters 
o Be Security Smart: 

https://www.cdse.edu/documents/security_posters/small/TR_SecSmart.pdf  
o Midnight Train to Security: 

https://www.cdse.edu/documents/security_posters/small/TR_NCMSTrain.pdf  
o Take Stock 

https://www.cdse.edu/documents/security_posters/small/TR_Stock.pdf  
o See Something Wrong, Do Something Right: 

https://www.cdse.edu/documents/security_posters/small/SeeSomethingWrong.pdf 
o Security is Not Complete Without You: 

https://www.cdse.edu/documents/security_posters/small/USecurity_Poster.pdf 
o Loose Clicks = Dirty Tricks: 

https://www.cdse.edu/documents/security_posters/small/TR_ClicksTricks.pdf  
• New Insider Threat Posters 

https://www.cdse.edu/documents/security_posters/small/TR_SecSmart.pdf
https://www.cdse.edu/documents/security_posters/small/TR_NCMSTrain.pdf
https://www.cdse.edu/documents/security_posters/small/TR_Stock.pdf
https://www.cdse.edu/documents/security_posters/small/SeeSomethingWrong.pdf
https://www.cdse.edu/documents/security_posters/small/USecurity_Poster.pdf
https://www.cdse.edu/documents/security_posters/small/TR_ClicksTricks.pdf
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o Resilience Pathways 
Ways to build Resilience 
https://www.cdse.edu/itawareness/index.html#0 

o Superwoman 
Self-discovery in crisis shows strength 
https://www.cdse.edu/itawareness/index.html#0   

o Umbrella 
Caught in a storm? Stay positive and problem solve. 
https://www.cdse.edu/itawareness/index.html#0    

o Spark 
Spark the conversation about Insider Threats 
https://www.cdse.edu/itawareness/index.html#0    

o Unwitting 
It could happen to anyone 
https://www.cdse.edu/itawareness/index.html#0    

o Safeguarding our Future 
Protect your organization’s Crown Jewels 
https://www.cdse.edu/itawareness/index.html#0 

 

 Shorts  
Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.  

• Foreign Ownership, Control, or Influence (FOCI) 
This is a newly updated short that provides a high-level FOCI overview for both government and 
industry audiences. This Short addresses FOCI issues as they relate to security, acquisition, and 
industry. It also serves as an excellent tool for Facility Security Officers (FSOs) who have never 
experienced FOCI but have recently been through a foreign acquisition. 
https://www.cdse.edu/shorts/industrial-security.html# 
 

• National Interest Determinations (NID) Process 
This is a newly updated short that provides a high-level overview of the National Interest 
Determinations (NID) process. It explains what a NID is, when a NID is required, and who is 
responsible for preparing and identifying the need for the NID. 
https://www.cdse.edu/shorts/industrial-security.html# 
 

• Human Resources and Insider Threat Short  
Introduces DoD personnel to the role HR plays in a multi-disciplinary insider threat program to 
counter insider threats.  
https://www.cdse.edu/shorts/insider-threat.html#   
 

• Continuous Evaluation Awareness Short  
This short shows how Continuous Evaluation assists in mitigating the risk posed by insiders, who 
look to harm the United States, by identifying security-relevant information earlier and more often 
than the current reinvestigation cycles. 
https://www.cdse.edu/catalog/personnel-security.html#   
 

• Reporting Requirements at a Glance Short  
This short provides information on the reporting responsibilities that are set forth in Security 
Executive Agent Directive 3 (SEAD 3). 
https://www.cdse.edu/catalog/personnel-security.html#  
 

https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/shorts/industrial-security.html
https://www.cdse.edu/shorts/industrial-security.html
https://www.cdse.edu/shorts/insider-threat.html
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 Courses  
Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.  

• VILT DoD SSC (GS101.10) 
This course provides students a baseline of fundamental knowledge to perform common DoD 
security tasks and practices. It incorporates industrial, information, personnel, and physical 
security disciplines to understand their interrelationships, related policies, programs, and 
procedures. Risk management concepts, which form the foundation for the instruction and related 
content, are interspersed throughout the course. https://www.cdse.edu/catalog/vil/GS101.html  
 

• DoD Personnel Security Adjudications Course VILT 
This course covers the fundamentals of the personnel security program, such as history, laws, 
and regulations; personnel security investigations; security clearances; and sensitive positions. 
Students will discuss the role of the adjudicator and review the process for making personnel 
security determinations. 
https://www.cdse.edu/catalog/personnel-security.html  

 
  

                Security Awareness Games 
Quick and easy ways to test your knowledge and encourage security awareness at your organization. 

• Cybersecurity Awareness Games 
There are three new Cybersecurity Awareness games: “Cyber Terminology Word Search,” 
“#BeCyberSmart Crossword,” and “I’ll Take Cyber Jeopardy.” While these games are fun, they 
provide an understanding of Cybersecurity terminology, test your knowledge, and enhance your 
Cybersecurity awareness. 
https://www.cdse.edu/resources/games.html 
 

• Deadlines and Deliverables Card Game  
Deadlines and Deliverables, developed by the Defense Personnel and Security Research Center  
(PERSEREC), is designed to help you and your team learn the value of resilience while you 
navigate tough challenges, complex tasks, and demanding timelines as a team. Start by watching 
the short introductory video, consult the instruction manual, and then print out the cards to play! 
https://www.cdse.edu/toolkits/insider/research.html  
 

• NITAM Downloadable Games 
Looking for a fun way to encourage security awareness at your organization? Share these 
games. 
https://www.cdse.edu/itawareness/index.html#0  
         

 Security Video  
Allow security professionals to refresh their knowledge of a critical topic or quickly access information 
needed to complete a job. 

• Insider Threat Resilience - Animated Awareness Video 
Resilience allows individuals to bounce back from setbacks and stressful situations. Without this 
quality, some people may develop increased risks associated with an insider threat. This 
animation demonstrates how building resilience helps individuals develop behaviors, thoughts, 
and actions that promote personal wellbeing and mental health. 
https://www.cdse.edu/micro/insider-threat-resilience.html  
 

• Espionage Target You - Microlearn Video  

https://www.cdse.edu/catalog/vil/GS101.html
https://www.cdse.edu/catalog/personnel-security.html
https://www.cdse.edu/resources/games.html
https://www.cdse.edu/toolkits/insider/research.html
https://www.cdse.edu/itawareness/index.html#0
https://www.cdse.edu/micro/insider-threat-resilience.html
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Counterintelligence and insider threats are often in the news. While the adversaries may change, 
some of the methods used to gain our most vital secrets remain the same. Watch this clip from 
“Espionage Target: You,” a U.S. Armed Forces training film from 1964. More than half a century 
later, many of the collection methods identified are still in use, and these days, the target extends 
well beyond the DoD. Anyone with access to sensitive or protected information is vulnerable. 
https://www.cdse.edu/micro/espionage-target.html  

 

 Webinars 
A series of recorded, live web events that address topics and issues of interest to defense security 
professionals. 

• New Cybersecurity Webcasts  
Two new Cybersecurity webinars, “Cybersecurity and Telework: Concerns, Challenges, and 
Practical Solutions” parts 1 and 2, were released in support of National Cybersecurity Awareness 
Month (NCSAM). These webcasts Increase awareness of the challenges and concerns related to 
teleworking in the midst of the COVID-19 pandemic. 
https://www.cdse.edu/catalog/cybersecurity.html 
 

• New Cybersecurity Webinar, “Know Your CDSE: Cybersecurity” 
This Cybersecurity webinar, as part of CDSE’s webinar series, “Know Your CDSE,” provided 
participants an opportunity to discuss available resources and products while polling them to 
gather useful data to analyze training needs. 
https://www.cdse.edu/catalog/webinars/webinar-archives.html 
 

• Insider Threat Webinar featuring PERSEREC Threat Lab 
PERSEREC's Threat Lab was founded in 2018 to formally integrate the social and behavioral 
sciences into the counter-insider threat mission space. Ms. Jaros will discuss The Threat Lab’s 
business model, current list of projects, and projects planned for the future.  
https://www.cdse.edu/catalog/webinars/insider-threat/perserec-threat-lab.html   
 

• Counterintelligence and Insider Threat in the Time of COVID webinar  
We are living through a unique risk environment and faced with many adjustments not only in 
how we live but also how we secure assets. Join CDSE Insider Threat and CI as we discuss the 
changing threat and vulnerability environment and how the countermeasures we use to mitigate 
risk also need to change right along with them. Additionally, we will discuss the tools that will help 
enable you to execute your role in this new security landscape.  
https://www.cdse.edu/catalog/webinars/counterintelligence/ci-in-covid.html  
 

• Insider Threat Virtual Conference  
The National Counterintelligence and Security Center, National Insider Threat Task Force, and 
Office of the Under Secretary of Defense (Intelligence) partnered with DCSA to provide insider 
threat practitioners in DoD, federal agencies, private industry, critical infrastructure sectors, and 
academia with a virtual conference to engage with senior leadership on the topic of insider threat. 
https://www.cdse.edu/catalog/webinars/insider-threat/2020-security-conference.html  
 

• CI, the Supply Chain, and You 
Gives the basics of supply chain, resources for securing the supply chain, and supply chain risk 
management (SCRM) with guest speaker Counterintelligence Special Agent (CISA) Mr. Paul 
Green from DCSA.   
https://www.cdse.edu/catalog/webinars/webinar-archives.html  
 

• Supply Chain Resiliency 

https://www.cdse.edu/micro/espionage-target.html
https://www.cdse.edu/catalog/cybersecurity.html
https://www.cdse.edu/catalog/webinars/webinar-archives.html
https://www.cdse.edu/catalog/webinars/insider-threat/perserec-threat-lab.html
https://www.cdse.edu/catalog/webinars/counterintelligence/ci-in-covid.html
https://www.cdse.edu/catalog/webinars/insider-threat/2020-security-conference.html
https://www.cdse.edu/catalog/webinars/webinar-archives.html
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A deeper dive into the U.S. national strategy in protecting the supply chain with FBI Supervisory 
Special Agent (SSA) Mr. Matthew Halvorsen, assigned to the National Counterintelligence and 
Security Center (NCSC), as guest speaker.  
https://www.cdse.edu/catalog/webinars/webinar-archives.html  
 

 
Job Aids 

Security products designed to provide guidance and information to perform specific tasks. 
 

• NITAM Messaging Champion Communications Package  
Participating in National Insider Threat Awareness Month (NITAM) 2020 can help your program 
detect, deter, and mitigate insider threats by increasing awareness and promoting reporting. 
There are many ways to get involved. This document will help you identify a variety of activities 
and engagements available to your organization. From utilizing the provided awareness materials 
to hosting an Insider Threat Awareness day, actions both small and large will help bring attention 
to the Insider Threat mission.  
https://www.cdse.edu/documents/toolkits-insider/nitam-2020-messaging-champion-
communications-packet.pdf  
 

• Insider Threat Implementation Guide for Healthcare and Public Health Sector  
Trusted insiders, both witting and unwitting, can cause grave harm to your organizations’ 
facilities, resources, information, and personnel. Insider incidents account for billions of dollars 
annually in “actual” and “potential” damages and lost revenue related to data breaches, trade 
secret theft, fraud, sabotage, damage to an organization’s reputation, acts of workplace violence, 
and more. 
https://www.cdse.edu/documents/cdse/insider-risk-jobaid.pdf  
 

• Continuous Evaluation (CE) Awareness 
This Job Aid provides information regarding the Continuous Evaluation investigative process set 
forth in Security Executive Agent Directive 6 (SEAD 6). 
https://www.cdse.edu/resources/supplemental-job-aids.html 
 

• Reporting Requirements at a Glance 
This Job Aid provides information on the reporting responsibilities that are set forth in Security 
Executive Agent Directive 3 (SEAD 3). 
https://www.cdse.edu/resources/supplemental-job-aids.html  

 
 
Case Studies 

Analyzed accounts of real-world security activities, events, or threats. 
 

• Nghia H. Pho 
Explore a growing repository of U.S. case studies. Learn about the crimes, the sentences, the 
impact, and the potential risk indicators that, if identified, could have mitigated harm. 
https://www.cdse.edu/resources/case-studies/index.html  
 

• Hongjin Tan 
Explore a growing repository of U.S. case studies. Learn about the crimes, the sentences, the 
impact, and the potential risk indicators that, if identified, could have mitigated harm. 
https://www.cdse.edu/resources/case-studies/index.html  
 

https://www.cdse.edu/catalog/webinars/webinar-archives.html
https://www.cdse.edu/documents/toolkits-insider/nitam-2020-messaging-champion-communications-packet.pdf
https://www.cdse.edu/documents/toolkits-insider/nitam-2020-messaging-champion-communications-packet.pdf
https://www.cdse.edu/documents/cdse/insider-risk-jobaid.pdf
https://www.cdse.edu/resources/supplemental-job-aids.html
https://www.cdse.edu/resources/supplemental-job-aids.html
https://www.cdse.edu/resources/case-studies/index.html
https://www.cdse.edu/resources/case-studies/index.html
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• Shamai Leibowitz  
Explore a growing repository of U.S. case studies. Learn about the crimes, the sentences, the 
impact, and the potential risk indicators that, if identified, could have mitigated harm. 
https://www.cdse.edu/resources/case-studies/index.html  

 

 Toolkits   
Repository of information to help perform specific roles.  

• Operation Warp Speed and Beyond: An Industry Partners Toolkit for the Pharmaceutical 
and Biotechnology Sectors 
In support of the Operation Warp Speed (OWS) initiative, this comprehensive toolkit includes 
resources from 17 government entities supporting OWS as well as the Healthcare and Public 
Health Sector Coordinating Council. The toolkit provides information about counterintelligence, 
insider risk, cybersecurity, information security, personnel security, physical security, operations 
security, industrial security, and risk management and will provide OWS industry partners with the 
ability to develop their security programs and promote employee awareness of security concerns 
and best practices. 
https://www.cdse.edu/toolkits/ows/index.html   
 

https://www.cdse.edu/resources/case-studies/index.html
https://www.cdse.edu/toolkits/ows/index.html
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